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Introduction
Immense proliferation of wireless networks.

Becoming increasingly vulnerable to attacks.

Network Security assumes great importance.
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Backbone Network
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Motivation
Networks  are becoming vulnerable to attacks.
Attack Graph: a tool that provides all possible attack scenarios 
that jeopardize the network.
Attack Path: a series of exploits where each exploit in the chain 
lays the groundwork for subsequent exploits.
Complete attack graphs have the following problems:-

Scalability
Exponential time complexity
Contains redundant nodes and edges
Difficulty in understanding

Minimal attack graph: consists of minimal attack paths.
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Contd.. 
Finding out an optimal attack path from a given set of minimal
attack paths.
Optimality of an attack path is given by the effort required on 
path of the attacker to reach the goal following that path.
Not much work related to wireless network security using 
attack path has been reported till date.
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Problem Definition 
To determine near optimal attack path in WLAN based on the 
Risk Values associated with the hosts of the WLAN using Soft-
Computing Technique, Particle Swarm Optimization (PSO).
Problem decomposed as

Simulation of a Wireless scenario
Assignment of risk values to the Wireless Hosts
Attack Path Identification using PSO 
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Particle Swarm Optimization (PSO)
PSO model consists of a swarm of particles[18], which are 
initiated with a population of random candidate solutions.
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Where, w [23]is an inertia weight which is employed to control 
the impact of the previous velocity on the current velocity.

The c1 & c2 are the social/cognitive coefficients and Ø1 & Ø2 
[23] are the two uniform random numbers in the range [0,1].



Detection Of Optimal Attack Path In A 
Wireless Network Using Modified PSO 
Techniques
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Severity Measurement
Classical formula of risk by Y. 
Chen, B. Boehm, L. Sheppard 
[13]:
Risk = Psuccess × SizeOfLoss
Psuccess is the probability that 

such an attack will be 
successful 
SizeOfLoss characterizes how 
much the loss will be if such 
an attack happens.
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Ref: [14][13][15][16][17]



Ref : [14][15][16][17]
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Psuccess Relevant Base metrics for CVE-IDs

Psuccess Relevant Temporal Metrics for CVE-IDs

SizeOfLoss Attribute Ratings

P success & SizeOfLoss Relevant Attribute Ratings



Computation of CVE-ID Risk
Psuccess attribute is the sum of the Acc and Vul and is given as:

Psuccess = Acc + V ul
Acc and Vul depends on different sub-attributes viz. Access 
Vector(AV), Authentication(Auth), Attack  Complexity (AC) 
and Availability(Avail), Popularity, Remediation Level(RL), 
and Report Confidence(RC) respectively.

Acc = AV × Auth × AC
V ul = Avail × Popularity × RL × RC

Psuccess =(AV × Auth × AC) + (Avail × Popularity × RL × RC)
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Attack Index (AI) & Size of Loss Index (SI)

The contribution of Acc and Vul towards the calculation of 
Psuccess will vary as per the security requirements of the 
organization.

AI = W1 × Acc +W2 × V ul
AI = 0.6 × Acc + 0.4 × V ul

Sub-attributes that constitute SizeOfLoss are Damage 
Potential(DP), Asset Value Impact Association(AVIA), Value 
Importance(VI).

SizeOfLoss = DP + AV IA + V I
Considering equal contributions of DP, AVIA, VI towards the 
calculation of SizeOfLoss

SI = 0.33 × (DP + AV IA + V I)
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Severity Measure
Finally, the classic risk calculation formula is:

Risk = AI × SI
If a particular host has n number of vulnerabilities each with 
corresponding CVE-ID, then using the above formulae the risk 
associated with each such CVE-IDs may be computed as:
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Algorithm: Severity Calculation
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Algorithm: Connectivity
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Algorithm: PSOfitness
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Case Study
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System Characteristics
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Calculations

AI = 0.6 × (0.646 × 0.704 × 0.71) + 0.4 × (0.9 × 1.0 × 0.87 × 1.0)
= (0.6 × 0.322) + (0.4 × 0.783) = 0.193 + 0.313 = 0.506

SI     = 0.33 × (0.1 + 0.62 + 0.6) = 0.33 × 1.32 = 0.436

Risk = 0.506 × 0.436 = 0.220

Severity(Host0) = 0.220
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Contd…
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Calculation of gbest & Attack Vector  
Scenario 1
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Connectivity matrix

Optimal  attack path with this connectivity matrix is :

H0 H2 H3



Scenario 2
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Connectivity matrix

Optimal  attack path with this connectivity matrix is :

H0 H2 H1 H3



Proposed Methodology vs Brute Force Technique 
(in terms of Execution Time)
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Proposed model Brute force method



Result
Attack Vector values are  
inversely proportional gbest. 
The gbest is the global 
maximum severity measure 
and as it increases, the 
Effort required to 
compromise the host 
reduces.
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gbest vs Attack Vector (effort)



Conclusion
An optimal attack path in a wireless network using modified 
PSO technique is detected.
The wireless hosts in the test network are assigned some 
weightages in terms of risk parameters obtained from well 
known public sites.
These weightages are computed by customized risk formulae.
Finally, these severity measures are input to PSO based 
proposed algorithms to find out the optimal attack path in the 
wireless network.
The output of the proposed model is compared with existing 
brute force technique to exhibit efficiency.
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THANK YOU!!
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